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From Design to Delivery
Launching Cyber Range Training Across Critical Infrastructure Sectors

From Training Design to Training Delivery

During the first half of 2026, SecAwarenessTruss entered an important stage of implementation, with the
first training activities being delivered to end users and stakeholders from Critical Infrastructure sectors.

In this issue, we present three maritime cyber range training activities delivered within the project,
together with recent events where SecAwarenessTruss shared its training approach and progress with the
wider European cybersecurity community.

Maritime Cyber Range Training

A key objective of SecAwarenessTruss is to strengthen cybersecurity preparedness through realistic,
hands-on training delivered within cyber range environments. During the first months of 2026, the
Cybersecurity and Telecommunications Research Lab (CTRL) of the Open University of Cyprus and the
Digital Security Authority (DSA) of the Office of the Commissioner of Communications organised and
delivered a series of specialised maritime cybersecurity training sessions.

Through practical scenarios addressing different aspects of the maritime cyber threat landscape, the
training activities support the development of technical knowledge, incident response skills and
operational readiness among maritime stakeholders.

On January 22nd, 2026, CTRL and DSA co-organised the specialised maritime training titled "Detecting
and Responding to AIS Spoofing Attacks on a Ship's Bridge Network.”

The training was delivered using CTRL's in-house Maritime Cyber Range, providing participants with the
opportunity to train under realistic conditions and develop hands-on skills directly relevant to their
operational maritime environment.

The session was delivered by CTRL team members Georgios Potamos and Savvas Theodoulou. Through a
practice-oriented learning experience, participants explored the challenges associated with AIS spoofing
attacks and strengthened their ability to identify and respond to cyber threats affecting ship bridge
networks.




On March 23rd, 2026, DSA and CTRL co-organised the cyber range maritime training titled "Addressing
Data Manipulation Attack on Fleet Management Systems.”

The training aimed to develop the capabilities of maritime and port security professionals to detect,
respond to and mitigate the impact of data manipulation attacks targeting Industrial Control Systems
(ICS) connected to fleet management operations.

Participants enhanced their technical understanding of ICS vulnerabilities while improving their incident
detection and response skills. The training was delivered by the CTRL team through its in-house Maritime
Cyber Range, allowing participants to work under realistic conditions and strengthen competencies
directly applicable to maritime operations.

On May 14th, 2026, CTRL and DSA co-organised another specialised maritime training session in the
context of the SecAwarenessTruss and CY-TRUST projects.

The training focused on how Open-Source Intelligence (OSINT) can be leveraged to identify and exploit
vulnerabilities in port systems. Participants examined how publicly available information may be collected
and used against organisations and individuals, highlighting the security risks associated with information
exposure.

CTRL’s in-house Maritime Cyber Range was utilised to provide participants with a realistic training
environment to support the development of practical skills relevant to port and maritime operations.

Together, the three training activities demonstrate how the SecAwarenessTruss training approach
combines cyber range environments, hands-on exercises and maritime-specific scenarios to translate
cybersecurity awareness and education into practical skills and operational readiness.




o e SOURCE

ee BT
JEBAELTES

OBIECTIVES

Sharing SecAwarenessTruss with the Cybersecurity Communit

Alongside the delivery of its training activities, SecAwarenessTruss continues to engage with the European
cybersecurity community through workshops, demonstration events and collaboration with other EU-
funded initiatives.

On January 23rd, 2026, the SecAwarenessTruss project was presented by Dr Eliana Stavrou from the
Cybersecurity and Telecommunications Research Lab (CTRL) of the Open University of Cyprus at the
workshop "From Awareness to Operations: Building Trustworthy and Accessible Cybersecurity for
Europe.”

The workshop was co-organised by the EU-funded projects 5. ' W i |
CY-TRUST, SOC4SME, NGSOC and SecAwarenessTruss and e \
was hosted by the ICT Academy of the Office of the
Commissioner of Communications.

During the session, Dr Stavrou presented the
SecAwarenessTruss training design methodology and guided
participants through the learner journey across the project's
training programmes. The presentation demonstrated how
the project addresses the training needs of stakeholders
across four critical infrastructure sectors, energy,
telecommunications, healthcare and maritime.

The session provided an opportunity to disseminate the project's training methodology and demonstrate
how cybersecurity awareness, education and training can contribute to improved operational readiness.

On February 5th, 2026, SecAwarenessTruss was showcased at the CYBERUNITY Project 2nd
Demonstration Event in Athens. The event brought together partners and EU-funded projects to present
tools and approaches related to cybersecurity training, cyber ranges and operational readiness.




During the event, Michalis Smyrlis from Sphynx introduced the
SecAwarenessTruss platform and presented how its structured
and scalable training approach can support organisations in
strengthening security awareness and improving their
cybersecurity posture.

The event also provided an opportunity to exchange knowledge
with other European initiatives and discuss potential areas for
collaboration within the cybersecurity ecosystem.

With the first maritime training activities successfully delivered, SecAwarenessTruss is progressing with
the deployment and validation of its training programmes across the project's pilot sectors.

Additional training activities, pilot exercises and dissemination actions are planned throughout the
remainder of 2026. The project will continue to support the development of cybersecurity skills and
operational readiness across the energy, telecommunications, healthcare and maritime sectors through
realistic cyber range environments and sector-specific training scenarios.

The results and feedback collected through these activities will contribute to the further evaluation and
refinement of the SecAwarenessTruss training approach as the project moves towards its final
implementation stage.

Subscribe to our newsletter to receive exclusive updates and expert content
delivered straight to your inbox.

For the latest updates and insights, be sure to follow us

A Dynamic Training on social media.
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Visit our website
https://secawarenesstruss.eu/

Stay connected, stay informed!

This project has received funding from the European Union's
Digital Europe research and innovation programme under Grant
Agreement No 101128049.

Be part of our growing community!
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